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 814.  COPYRIGHT MATERIAL 

 
1. Authority 
 17 U.S.C. 
 Sec. 101 et seq 

The Board emphasizes that federal law makes it illegal for anyone to duplicate 
copyrighted materials without permission. The Board acknowledges that severe 
penalties are provided for unauthorized copying of audio, visual, software, online or 
printed materials unless the copying falls within the bounds of the fair use doctrine. 
 

2. Definition 
 

Under the fair use doctrine, unauthorized reproduction of copyrighted materials is 
permissible for such purposes as criticism, comment, news reporting, teaching, 
scholarship or research. In order for the duplication or alteration of a product to fall 
within the bounds of fair use, four (4) standards must be met: 
 

 1. Purpose And Character Of The Use – The use must be for such purposes as 
teaching or scholarship and must be nonprofit. 

 
 2. Nature Of The Copyrighted Work – Staff may make single copies of: book 

chapters for use in research, instruction or preparation for teaching; articles from 
periodicals or newspapers; short stories, essays or poems; and charts, graphs, 
diagrams, drawings, cartoons or pictures from books, periodicals or newspapers. 

 
 3. Amount And Substantiality Of The Portion Used – Copying the whole of a work 

cannot be considered fair use; copying a small portion may be considered fair 
use if appropriate guidelines are followed. 

 
 4. Effect Of The Use Upon The Potential Market For Or Value Of The Copyrighted 

Work – If resulting economic loss to the copyright holder can be shown, making 
even a single copy of certain materials may be an infringement; and making 
multiple copies presents the danger of greater penalties. 

 
3. Delegation of 
 Responsibility 
 
 
 
 
 

Staff may make copies of copyrighted school district materials that fall within the 
established administrative regulations. Where there is reason to believe the material 
to be copied does not fall within the administrative regulations, prior permission 
shall be obtained from the principal.  
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Staff members who fail to adhere to this policy may be held personally liable for 
copyright infringement. 
 
Staff members shall be responsible for instructing students in fair copyright practices 
and academic integrity, including guidance on citing resources appropriately. 
 

  
  
 References: 

 
U.S. Copyright Law – 17 U.S.C. Sec. 101 et seq. 
 
Board Policy – 000 
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 815.  ACCEPTABLE USE OF INTERNET 

 
1. Purpose 
 

The Board supports use of the Internet and other computer networks in the district's 
instructional and operational programs in order to facilitate learning, teaching and 
daily operations through interpersonal communications and access to information, 
research and collaboration. 
 

 This policy will apply to all employees and students of the Montrose Area School 
District. 
 

 For instructional purposes, the use of network facilities shall be consistent with the 
curriculum adopted by the school district as well as the varied instructional needs, 
learning styles, abilities, and developmental levels of students. 
 

2. Authority 
 

The electronic information available to students and staff does not imply 
endorsement by the district of the content, nor does the district guarantee the 
accuracy of information received. The district shall not be responsible for any 
information that may be lost, damaged or unavailable when using the network or for 
any information that is retrieved via the Internet. 
 

 The district shall not be responsible for any unauthorized charges or fees resulting 
from access to the Internet. 
 

 The district reserves the right to log network use and to monitor fileserver space 
utilization by district users. 
 

 The Board establishes that network use is a privilege, not a right; inappropriate, 
unauthorized and illegal use will result in cancellation of those privileges and 
appropriate disciplinary action. 
 

 P.L. 106-554 
 Sec. 1732 

The Board shall establish a list of materials, in addition to those stated in law, that 
are inappropriate for access by minors. 
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3. Delegation of 
 Responsibility 
 

The district shall make every effort to ensure that this resource is used responsibly 
by students and staff. 
 

 Administrators, teachers and staff have a professional responsibility to work together 
to help students develop the intellectual skills necessary to discriminate among 
information sources, to identify information appropriate to their age and 
developmental levels, and to evaluate and use the information to meet their 
educational goals. 
 

 Students and staff have the responsibility to respect and protect the rights of every 
other user in the district and on the Internet. 
 

 The building administrator shall have the authority to determine what is 
inappropriate use. 
 

 P.L. 106-554 
 Sec. 1711, 1721 

The Superintendent shall be responsible for implementing technology and 
procedures to determine whether the district's computers are being used for purposes 
prohibited by law or for accessing sexually explicit materials. The procedure shall 
include but not be limited to: 
 

 1. Utilizing a technology protection measure that blocks or filters Internet access 
for minors and adults to certain visual depictions that are obscene, child 
pornography, harmful to minors with respect to use by minors, or determined 
inappropriate for use by minors by the Board. 

 
 2. Maintaining and securing a usage log. 

 
 3. Monitoring online activities of minors. 

 
4. Guidelines 
 

Network accounts shall be used only by the authorized owner of the account for its 
approved purpose. All communications and information accessible via the network 
should be assumed to be private property and shall not be disclosed. Network users 
shall respect the privacy of other users on the system. 
 

 Prohibitions 
 

 Students and staff are expected to act in a responsible, ethical and legal manner in 
accordance with district policy, accepted rules of network etiquette, and federal and 
state law. Specifically, the following uses are prohibited: 
 

 1. Illegal activity. 
 

 2. Commercial or for-profit purposes. 
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 3. Job assignment or non-school assignment work. 

 
 4. Product advertisement or political lobbying. 

 
 5. Hate mail, discriminatory remarks, and offensive or inflammatory 

communication. 
 

 6. Unauthorized or illegal installation, distribution, reproduction, or use of 
copyrighted materials. 

 
 7. Access to obscene, sexually explicit, or pornographic material or child 

pornography. 
 

 8. Access by students and minors to material that is harmful to minors or is 
determined inappropriate for minors in accordance with Board policy. 

 
 9. Inappropriate language or profanity. 

 
 10. Transmission of material likely to be offensive or objectionable to recipients. 

 
 11. Intentional obtaining or modifying of files, passwords, and data belonging to 

other users. 
 

 12. Impersonation of another user, anonymity, and pseudonyms. 
 

 13. Fraudulent copying, communications, or modification of materials in violation of 
copyright laws. 

 
 14. Loading or using of unauthorized games, programs, files, or other electronic 

media. 
 

 15. Disruption of the work of other users. 
 

 16. Destruction, modification, abuse or unauthorized access to network hardware, 
software and files. 

 
 17. Quoting of personal communications in a public forum without the original 

author's prior consent. 
 
 
 
 
 
 



815.  ACCEPTABLE USE OF INTERNET - Pg. 4 
 

 
Page 4 of 5 

 
 Security 

 
 System security is protected through the use of passwords. Failure to adequately 

protect or update passwords could result in unauthorized access to personal or 
district files. To protect the integrity of the system, the following guidelines shall be 
followed: 
 

 1. Employees and students shall not reveal their passwords to another individual. 
 

 2. Users are not to use a computer that has been logged in under another student's 
or employee's name. 

 
 3. Any user identified as a security risk or having a history of problems with other 

computer systems may be denied access to the network. 
 

 Consequences For Inappropriate Use 
 

 The network user shall be responsible for damages to the equipment, systems, and 
software resulting from deliberate or willful acts. 
 

 Illegal use of the network; intentional deletion or damage to files of data belonging 
to others; copyright violations; and theft of services will be reported to the 
appropriate legal authorities for possible prosecution. 
 

 General rules for behavior and communications apply when using the Internet, in 
addition to the stipulations of this policy. Loss of access and other disciplinary 
actions shall be consequences for inappropriate use. 
 

 Vandalism will result in cancellation of access privileges. Vandalism is defined as 
any malicious attempt to harm or destroy data of another user, Internet or other 
networks; this includes but is not limited to uploading or creating computer viruses. 
 

 Copyright 
 

 P.L. 94-553 
 Sec. 107 
 Pol. 814 

The illegal use of copyrighted software by students and staff is prohibited. Any data 
uploaded to or downloaded from the network shall be subject to fair use guidelines. 
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4. Guidelines 

Pol. 801 
Applications and supporting documentation for waivers applied for and those 
currently in force, as well as approval notices from the Secretary of Education, shall 
be public records maintained permanently by the Board Secretary and shall be made 
available for public inspection and copying, in accordance with Board policy.   
 

 When amendments to adopted Board policy or existing administrative procedures 
are necessary or appropriate in order to effectively implement the waiver, the final 
recommended application presented to the Board and final solicitor’s review shall be 
accompanied by specific language for proposed policy revisions and information 
about associated changes in administrative procedures. 
 

 Except where clearly not pertinent nor appropriate, all bid specifications; requests 
for proposals and quotations; and similar documents shall contain language advising 
that: 
 

 1. The effect of laws, regulations or standards otherwise applicable to the district 
may have been altered by virtue of a waiver under Act 16. 
 

2. It is the responsibility of persons contemplating doing business with the district 
to be familiar with waivers in force or applied for as listed in district records. 

 
 Suggestions for waiver applications may be submitted by any Board member, staff 

member, student, resident or taxpayer of the school district. All suggestions must be 
in writing and submitted to the Superintendent, except that staff proposals shall be 
routed through the chain of command, with comments or recommendations from 
supervisors and administrators. 
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 830.  BREACH OF COMPUTERIZED PERSONAL INFORMATION 

 
1. Purpose With the increased reliance upon electronic data, and the maintenance of personal 

information of students and employees in electronic format, the Board is concerned 
about the risk of a breach in the district’s electronic system security and the possible 
disclosure of personal information. This policy addresses the manner in which the 
district will respond to unauthorized access and acquisition of computerized data that 
compromises the security and confidentiality of personal information. 
 

2. Authority 
73 P.S.  
Sec. 2301 et seq 

 

The Board directs that district administrators shall provide adequate notification of 
any computerized system security breach to any state resident whose unencrypted 
and unredacted personal information was or is reasonably believed to have been 
accessed or acquired by unauthorized persons. 
 

3. Definitions 
73 P.S.  
Sec. 2302 

Breach of the system’s security - unauthorized access and acquisition of 
computerized data that materially compromises the security or confidentiality of 
personal information maintained by the district as part of the database of personal 
information regarding multiple individuals and that the district reasonably believes 
has caused or will cause loss or injury to any state resident. Good faith acquisition of 
personal information by an employee or agent of the school district for the purpose 
of the district is not a breach of the security of the system if the personal information 
is not used for a purpose other than the lawful purpose of the district is not subject to 
further unauthorized disclosure. 
 

 Individual - means any natural person, not an entity or company. 
 

 73 P.S.  
 Sec. 2302 
 

Personal Information - includes an individual’s first initial and last name in 
combination with and linked to any one or more of the following, when not 
encrypted and redacted: 
 

 1. Social Security number. 
 

 2. Driver’s license number or state identification card number issued instead of a 
driver’s license. 
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 3. Financial account number, credit or debit card number, in combination with any 

required security code, access code or password that would permit access to an 
individual’s financial account. 
 

 Pol. 801 Personal information does not include publicly available information that is lawfully 
made available to the general public from federal, state or local government records. 
 

 Records - means any material, regardless of its physical form, on which information 
is recorded or preserved by any means, including written or spoken words, 
graphically depicted, printed or electromagnetically transmitted. This term does not 
include publicly available directories containing information that an individual has 
voluntarily consented to have publicly disseminated or listed, such as name, address 
or telephone number. 
 

4. Delegation of  
 Responsibility 
 73 P.S.  
 Sec. 2303 

The Superintendent shall ensure that the district provides notice of any system 
security breach, following discovery, to any state resident whose unencrypted and 
unredacted personal information was or is reasonably believed to have been accessed 
and acquired by an unauthorized person. Such notice shall be made without a 
reasonable delay, except when a law enforcement agency determines and advises the 
district in writing that the notification would impede a criminal or civil investigation, 
or the district must take necessary measures to determine the scope of the breach and 
to restore the reasonable integrity of the data system. The district will also provide 
notice of the breach if the encrypted information is accessed and acquired in an 
unencrypted form, if the security breach is linked to a breach of security of the 
encryption, or if the security breach involves a person with access to the encryption 
key. 
 

 73 P.S. 
 Sec. 2302 

The district shall provide notice by at least one (1) of the following methods: 
 

 1. Written notice to last known home address for the individual. 
 

 2. Telephone notice if the individual can be reasonably expected to receive the 
notice and the notice is given in a clear and conspicuous manner; describes the 
incident in general terms; verifies the personal information but does not require 
the individual to provide personal information; and provides a telephone number 
to call or Internet web site to visit for further information or assistance. 

 
 3. E-mail notice, if a prior business relationship exists and the school district has a 

valid e-mail address for the individual. 
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 4. Substitute notice if the district determines that the cost of notice exceeds 

$100,000, the affected individuals exceed 175,000 people, or the district does not 
have sufficient contact information. Substitute notice shall consist of an e-mail 
notice, conspicuous posting of the notice on the district’s web site, and 
notification to major statewide media. 

 
 73 P.S.  
 Sec. 2305 
 15 U.S.C. 
 Sec. 1681a 
 

If the district provides notification to more than 1,000 persons at one (1) time, the 
district shall also notify all consumer reporting agencies that compile and maintain 
files on consumers on a nationwide basis of the timing, distribution and number of 
notices, without unreasonable delay. 

 
  
  
  
 References: 

 
Breach of Personal Information Notification Act – 73 P. S. Sec. 2301 et seq. 
 
Fair Credit Reporting Act – 15 U.S.C. Sec. 1681a 
 
Board Policy – 801 
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